As an open source server-side scripts language, PHP is used more and more widely by Web developers now. Protecting PHP code from being plagiarized is also a hot research issue especially with the rapid development of dynamic web industry and people's copyright protection consciousness. Usually the developers use PHP encoders to encrypt the PHP codes before selling them out. There are several different kinds of PHP encoders with different performances. In this paper, we analyze and compare the security level of some well-known encoders. From a fully new aspect, we try to analyze the output of the encoders with the random statistical tests, which is never done before. Also, we demonstrate the soundness of our method. We figure out the test suite which is most suitable for PHP encoders and explain the reasons. Finally, we carry out the experiments and draw a conclusion about the security of the PHP encoders based on our results.
INTRODUCTION
With the progresses of Web, more and more dynamic web pages are developed to be used in every aspect of our lives, such as social network sites, electronic commercial shopping, management system and e-banking. Many of these web sites are implemented using PHP in the server. As a server-side scripting language, PHP is designed for producing dynamic pages with open source. Instead of calling an external function, PHP is embedded to the HTML source code for processing the data. It is first proposed in 1994 by Rasmus Lerdorf written with C programming language. Since the first version, PHP develops rapidly. After numerous improvements and optimizations on the original release, it now has grown to version 5. The PHP is interpreted by the PHP processor in a Web server. It also can be used as independent shell on other graphical applications, platforms and operation systems. The PHP can be used to manage the dynamic content, support the database, process the session tracking, and even build the entire station for the e-commerce. It supports many popular databases, including MySQL, PostgreSQL, Oracle, Sybase, Informix, and the Microsoft SQL Server.
Unlike other similar server-side scripts such as ASP developed by Microsoft, PHP is free and obtains more and more attention. People are aware of its practicality gradually. Now PHP is widely used in the world. Famous applications of PHP are Word Press, Drupal, Magento and so on.
Due to the property of the script, the source code of PHP is likely to expose after the release. So the PHP source codes require some mechanisms or processing means to prevent from view of decompiling, unauthorized custom modifications, unauthorized usage and re-release. PHP encoders are designed to protect the PHP applications in the reverse engineering, unauthorized customs, unlicensed usage and redistribution. Zend Encoder is one of such encoders.
PHP code protection has been the core concerns of many companies, such as some of the well-known forums such as vBulletin, Discuz, PHPWind and ShopEx.
However, the emergence of PHP decompiling quickly causes panic in the Zend-like companies, and even entire PHP user group. All the related products, including almost all of the large-scale PHP products are cracked. And the source codes are even published. In this situation, the Zend company has to admit that all encryption technology have a way to break, and promise a great improvement to provide better protection for encryption products.
In the field of cryptography, random statistical tests are used to verify the randomness of sequences. Each random test corresponds to a kind of property of sequences. The output of sequences produced with small probability in a pre-determined distribution is considered to be not random. The core of each test is the probability distribution and the statistics. The statistical tests can be constructed according to the requirements, so there are numerous possible statistical tests. The sequence is detected by every test. If there is a mode being found in the sequence, this sequence is regarded to be disqualified by the test.
Usually some of a large number of tests are picked out to form a test package [8] , which should be as few as possible but enough to detect enough random properties of the sequences. Because of the presence of so many tests [9] [10] [11] , choosing a proper test suite according to detailed requirements is very important. So researchers need to determine which tests should be included in such a test suite to ensure its rationality [12] [20] .There are some widely-known test suites. Knuth proposed several empirical tests in "The Art of Computer Programming" [1] , which includes the serial test, the poker test, the permutation test, the run test, the interval test and the birthday space test. Menezes developed five primary tests in "Handbook of Applied Cryptography" [2] , including the frequency test, the serial test, the poker test, the run test and the autocorrelation test. Marsaglia gave a test suite CD called DIEHARD in [3] . Many tests are involved in this suite: the birthday space test, the overlapping test, the permutation test, the binary matrix test, the matrix test, the DNA test, the minimum distance test, and so on. Gustafson published the CryptXS test suite in [4] to measure the strength of some cryptographic primitives. In [5] , National Institute of Standards and Technology proposed a test suite which is accepted by most usage now [6, 7] . This test suite contains 16 tests: the frequency test within a block, the discrete Fourier transform test, the overlapping template, the matching test, the Lempel-Ziv compression test, the linear complexity test. It is also known that some tests have some flaws so that we should use them more carefully [18] [19] .
A. Our Contribution
In this paper, we first analyze the security level of some well-known encoders. We compare these encoders from different aspects. We consider the security from a new point of view by using random statistical tests. As we know, this has not been done so far. By comparing the randomness of the output of the encoders based on different tests, we give more insight into several widelyused PHP encoders. This is never done before. We also demonstrate the soundness and effect of our method. From some different kinds of test suite, we work out the test suite which is the fittest to measure the PHP encoders. Finally, we take the experiments on some PHP encoders and explain the results. Based on the results, we draw a more detailed and clearer conclusion about existing PHP encoders.
B. The Organization
In Section 2, we introduce the background information about several widely-know PHP encoders, as well as their state-of-the-art developments. We also give a comparison of the performances of these encoders. In Section 3, we present more details about the random statistical tests, especially related to what we concern in this paper. In Section 4, we describe how to measure the security of PHP encoders according to our new method based on the statistical random tests. In Section 5, we focus on several PHP encoders which are used in most applications and analyzed deeply in this paper. In Section 6, we carry out the experiments on several PHP encoders with our method, and compare their results. Section 7 concludes this paper.
II. RELATED WORK
There are several PHP encoders now. Some of them are free of charge, while others are not. Currently the most popular authorized PHP encryption software on the market is mainly these two:
(1) Zend Guard by Zend Company (2) Ioncube PHP Encoder Other lightweight encoders include PHP screw and PHPCodeLock. Micro-shield PHP encryption expert (PHPCodeLock) is good PHP script encryption software, without having to install any third-party components in the server-side. The encrypted files can be run on any ordinary PHP environment. This software requires no additional costs: encrypted script can run in the ordinary PHP 4 or PHP 5 environment on your computer and the server without installing other components; encrypted script can run well in Windows, Linux, and UNIX without any changes in the Web server. The PHP safe mode can run well and provide enough confusion, which can defend leakage of sensitive information, such as the password of MySQL. The algorithm starts from a unique directory, traverse to several depth subdirectories until the completion of covering all the files and subdirectories. The encryption of subdirectories in a specified directory includes file encryption support. The usage of locking the encryption key does not only support for single or multiple IP functions, but also support locking of single or multiple domain names. Once configured to support automatic expiration time, it can be used to the announcement of date limited license. It also guarantees the minimal use of system resources and the instantaneous encryption speed. Also, the installation and the use are both very basic and humane. There is online help support for any writable directory or files that do not need to be configured on the server. The encrypted script can contain custom incorrect information, but the configuration files cannot be encrypted. The comments and white spaces are removed in the script for the picture files and others. PHP Screw is also a free PHP script encryption tool. When you are developing a commercial package using PHP, the script can be distributed as encrypted up until just before execution, preserving your intellectual property. PHP Screw can achieve the following functions. First is the encryption program for the PHP files. Another is to parse the encrypted PHP files and to get the results for running. The former is relatively simple to implement by the programs. The latter is mostly realized by the form of PHP modules.
Another PHP encoder called Web tiger can protect any type of files, not only PHP. For example, additional extension files, configuration files containing user name and password for database connection. The Web tiger is reliable and easy to use. It provides the silent installation, so that the user can pack the Web tiger into the installation process of their own products. It has simple user operations and easy maintenance. According to different requirements, Web tiger has three versions. The first version does not limit which machine the PHP application software is installed. By bundling to dongle, a set of software is restricted to be installed only on a machine. The users write the key into the dongle and encrypt the PHP files needed to be protected with it. Then the encrypted files, this dongle, and the Web tiger client are released to customers for installing. The Web tiger client runs on the end-user's machine using windows driven. In the authorized work state of the dongles, the PHP applications and systems obtain real-time protection. The second version is a little different from the first version. All protected files are packaged and encrypted into a file and the end-users cannot see any encrypted directory structure at all times. This version further enhances the safety performances; remove the conventional B/S system mainstream applications, such as PHP protection. It can also provide security protection for static files. Note that after writing the key into the dongle, all the protected files are put into the virtual disk. Then this virtual disk file (that contains all the protected files), Web tiger and the client installation are sent to the final user. The third version has the following characters: the fastest encryption and deployment speed; the cheapest; the acceptability of being authorized to only bundle with a machine.
III. RANDOM STATISTICAL TESTS
In the field of internet and cryptography, the randomness of output sequence is an important measurement for the security. The defects of the output sequences are tested by the statistical tests. Every random test focuses on a statistic and its distribution. The randomness is judged basing on the theory of hypothesis test.
A. Hypothesis Test
Hypothesis testing is an important class of statistical inference problem. Its basic idea is the small probability principle. That is, if an assumption is true, then an event with a very small probability under this assumption will not occur. If this event occurs, then we have a reason to doubt the correctness of this assumption. From this basic idea, two assumptions are made according to the actual problem first: null hypothesis which is denoted as H 0 , and alternative hypothesis denoted as H 1 . Then a statistic is constructed, whose distribution is known. Based on this distribution, H 1 of P{reject H0 | H0 true} = α is considered, where the value of α is the significant level. Then the rejection region of the statistic is decided. For the sequences to be tested, the value of this statistic is computed and checked to determine whether H 0 should be accepted or rejected. In actual situation, how to determine the rejection region is related to two types of errors in hypothesis testing. One class of error is to refuse H 0 when it is true. This "abandoning true" error is called type I error. Another class of error is to accept H 0 when it is false. This "taking pseudo" error is called type II error. The probability of occurrence of type I error is the significant level α mentioned before. The probability of occurrence of type II error is denoted by . When the sample size is fixed, the decrease of the probability of type I error usually leads to the increase of the probability of type II error. Generally, we will select the sample size and control α to determine the appropriate rejection region with minimum. This kind of testing is also known as the test of significance, which only focuses on the error of type I without type II.
B. Normal Distribution
This is the most widely used distribution in statistical theory. The definition is as follows.
Definition. 1. Let the continuous random variable X has the probability density as follows:
, where are constants. X is called to obey a normal distribution with mean and variance , denoted as X ( ). If X ~ N (0, 1), we claim that Χ obeys the standard normal distribution. Its probability density function is shown below:
Standard normal distribution
C. Chi-square Distribution and Chi-square Test
As a special case of the gamma distribution, the chisquared distribution is another important continuous distribution in the field of statistics and probability theory, which is also marked as χ² -distribution. A chi-square distribution with k freedom degrees is the distribution of the sum of squared k independent variables with the standard normal distribution. Usually, the chi-square distribution is exploited in basic chi-square hypothesis tests for measuring the distance between an observed or empirical distribution and a theoretical distribution, and this is also called goodness of fit tests. Except applied in hypothesis tests, the χ² -distribution is also used in the construction of confidence field [14] [15] .The chisquared distribution consists of two kinds: the non-central chi-squared distribution and the central chi-squared distribution.
This distribution is also exploited by many other statistical tests, such as Friedman's analysis of variance by ranks [16] [17] .Also, it is used for classifying the independence of two criteria of qualitative data, estimating a population standard deviation of a normal distribution from a sampled standard deviation, determining the confidence interval field. The detailed definition of chi-square distribution is as follows.
Definition. 2. Let the continuous random variable X has the probability density as follows:
where v is a positive integer, Γ is the gamma function. Then X obeys the chi-square distribution with the freedom degree v, denoted by X ~ . The following is the probability density function of chi-square distribution with degrees of freedom 5. Chi-square distribution with degree of freedom 5 IV. PROPOSED SCHEME As mentioned before, there are many statistical tests used for testing the randomness of the outputs. And the random level of these outputs can reflect the security of the algorithms. Given that the property of PHP encoders, we can also use this idea for testing their security. The PHP encoders turn the PHP codes into some meaningless and non-predictable output files in the ideal case. Once some non-random behaviors are found in these output files, the PHP codes can be recovered and the PHP encoders are considered to be unsafe. We choose the proper statistical tests to form a test suite which is the most suitable for testing these non-random behaviors of PHP outputs. We focus on several widely-known tests, select some of them to form our suite and explain they are fit for PHP encoders.
Pierre L'Ecuyer mentioned in [13] that the tests can be divided into primary statistics and secondary statistics. The primary statistics are to calculate for the entire sequence, concerning about the integrity of the sequence. The secondary statistics are to calculate the same statistics for each sub-sequence, after the original sequence is divided into N non-overlapping subsequences. By doing the chi-square test for these N obtained statistics, we can compare the deviation of the actual distribution and the theoretical distribution. The secondary statistics concern locality of the sequence For convenience, we firstly give some used notations in this paper.
 n: The length of the {0,1} sequence  t: The statistic  T: The {0,1} sequence of length n to be tested , where  X: The {-1,1} sequence corresponding to T where  N: Divide the sequence into N groups  M: The length of each sub-sequence For the statistical tests we choose, we divided into two sections to introduce them. The first introduces the mathematical and cryptographic principles of the tests. Then we introduce the steps briefly: the pre-process and pre-calculation for the sequences; to compute the statistics and the distribution.
A. The Frequency Test
This test calculates the hamming weight of a sequence, i.e. the number of 1's. Since random binary sequence should take 0 and 1 with equal probability, the number of 0 and 1 should be approximately equal if the output is random. So the test calculates the number of 0 and 1 of the sequence, and eliminates the sequence which has overmuch 0 or 1. This test is the basis for other tests and should be taken firstly each time. The sequences eliminated by this test usually fail in other tests.
The detailed step is as follows: 1. Calculate X sequence corresponding to the tested sequence T, where , 1 ≤ i ≤ n 2. The statistic 3. Compute the p-value based on t to judge whether the sequence is random
B. The Run Test
The test focuses on the number of runs in a sequence. The sections with consecutive 0 or consecutive 1 are called run. For the sequences with the same hamming weight, too large run length or too small run length both indicate non-randomness. The number of runs also reflects the change frequency of 0, 1 in the sequence.
The detailed step is as follows: 1. Calculate where
3. Compute the p-value based on t to judge whether the sequence is random
C. The Frequency Test in Sub-sequences
This is a test with secondary statistics. That is, it is the second-level version for frequency test. This test is to examine whether the number of 0 and 1 in each subsequence satisfies the requirements. When N = 1, this test is the same as the basic frequency test.
The detailed step is as follows: 1. Divide the tested sequence into N groups, and each group has a length of M.
Calculate where 3. Compute the p-value based on t to judge whether the sequence is random

D. The Longest Run Test in Sub-sequences
Similarly, this is also a test with secondary statistics. It is the second-level version for the run test. This test is to examine whether the number of 0 and 1 in each subsequence satisfies the requirements. When N = 1, this test is the same as the basic run test. For the sub-sequences with known hamming weight, the longest run 1 should meet certain distribution. This test examines the degree of deviation of the actual distribution and theoretical distribution.
The detailed step is as follows: 6. Compute the p-value based on t to judge whether the sequence is random
F. The Overlapping Test
This test detects the excessive number of occurrences of a particular mode by an overlapping way. Similarly, this mode can be a "1" run with fixed length or a "0" run with fixed length.
The detailed step is as follows: 1. Divide the tested sequence into N groups, and each group has a length of M. 2. Determine mode B. The first two steps are the same as the non-overlapping test. 3. From the first bit of each sub-sequence, take consecutive m bits and compare them with mode B. If they match, the tested sub-sequence moves 1 bit forward and another continuous m bits are taken to be compared with. 4. Obtain the number of times of matching with B for each tested sub-sequence. Sub-sequences with different numbers fall into different ranges. The number of sub-sequences in each range is denoted as v i , and K is the number of ranges.
5.
6. Compute the p-value based on t to judge whether the sequence is random
G. The Poker Test
Note that in this test, N should satisfy that . Also divide the sequenceinto Nnon-overlapping subsequences each of length M. Let n i be the number of occurrences of the i th type of sequence of length M, 1
. The poker test decides if each mode of subsequences of length M appears approximately the same number of times in the original sequence, as would be expected for a sequence with random behaviors.
Compute
, This approximately follows a chi-square distribution with degrees of freedom. 2. Compute the p-value based on t to judge whether the sequence is random Note that the poker test is a generalization of the frequency test: setting m = 1 in the poker tests yields the frequency test.
H. The Autocorrelation Test
The purpose of this test is to check the correlations between the tested sequences and its non-cyclic shifted version. Let d be a fixed positive integer, . The number of bits in the sequence not equal to their dshifts is is the XOR operation. The detailed step is as follows: 1. Compute The t approximately follows the N(0,1) distribution if n-d
.When the small value of A(d) occurs with the same probability with the large value, the distribution should be two-sided.
I. The Linear-complexity Test
This test checks that if a sequence is enough complex to be considered as random. The measurement of the complexity is to generate the linear feedback shift register with shortest length, which is denoted as linearcomplexity. A sequence with low linear complexity can be attack by B-L algorithm.
The detailed step is as follows: 2. Divide the tested sequence into N groups, and each group has a length of M. 
J. The Binary Matrix Rank Test
This test detects the rank of matrix formed by the binary sequences. For the highly random sequences, the rank of constructed matrix should satisfy some kind of distribution. When the observed matrix obtained from the data has a rank with small probability according to the distribution, we can regard the tested data as non-random.
The detailed steps are as follows. 1. Divide the tested sequence into N groups, and each group has a length of M. Notice that each group should be non-overlapping and M = 1024 bits in this situation. 2. With these, build N binary 32*32 matrices and for each matrix, compute its rank r, where0 ≤ r ≤ 32. 3. The probability Pr that a matrix has rank r is:
4. The distance of the observed frequency from the expected probability is measured with a chisquare goodness of fit test, and we can represent by a p-value.
K. The Random Excursions Test
This test focuses on the number of cycles possessing K times of visits in a sum of cumulative random walk, which is obtained by the partial sum after transferring the 0-1 data into -1-+1 data. A circle of the random walk composes several steps of unit length get randomly that start and return to the origin point. This test is a series of 8 sub-tests and each of them detects the state of -4, -3, -2, -1 and 1, 2, 3, 4, respectively.
This test aims to deciding whether the turns of visits to a special state during a cycle deflects from what we expect for a random behavior.
The detailed steps are as follows. For example, the set of above X is {-1, 0, 1, 0, 1, 2, 1, 2, 1, 2}. 3. Pad zeros before and after the set S to form a new sequence S'. That is, S' = 0, , , … , 0. For above example, S' = 0, -1, 0, 1, 0, 1, 2, 1, 2, 1, 2, 0. The random walk is pictured according to each value of the set.
4. Let J equals to the total number of zero crosses in S'. This means that a zero crossing corresponds to a zero value in S', which happens after the zero at the beginning. At the mean time, J is also the number of cycles in S′, where a sequence of S′ includes an occurrence of zero. This zero value is followed by no-zero values, and ends with another zero. The final zero in a cycle could be a starting zero in another cycle. The number of cycles in S' is the zero crossings' number. For above example, S' = {0, -1, 0 1, 0, 1, 2, 1, 2, 1, 2, 0}, and J = 3 because there are three zeros in positions 3, 5 and 12 of S'. The zero crossings can be observed easily. Since J =3, there are 3 cycles, that are {0, -1, 0}, {0, 1, 0} and {0, 1, 2, 1, 2, 1, 2, 0}. 5. For every circle and every non-zero state value x possessing values form -4 to-1 and from 1 to calculate the frequency for every x during every circle.
For above example, the first circle gives an occurrence of -1, the second circle presents an occurrence of 1, and the third cycle has three occurrences for one and two. Above eleven random tests form the test suite we need. The reasons that we choose above random statistical tests are mainly three.
First, the output files of PHP encoders have different file length. Some of them may be very long, while other of them may be shorter. A quite amount of the statistical tests focuses on testing sequences with very long length or very short length only. That is, these output files of PHP encoders should be long enough to be divided into sufficient groups for testing. Or these output files should be shorter enough to guarantee the generation of correct statistic. Any output files without satisfying its requirements will lead to an incorrect computation of the statistics and an incorrect measurement about their randomness. But above tests we choose have a common feature: the input length and output length are both adjustable. This means that we can use them to conveniently and correctly examine the randomness of PHP encoders, by taking a proper length parameter.
Second, we usually need the measurements and tests to be finished as fast as possible, especially for large data sample. That is there is large number of PHP encoder outputs to be tested. In this situation, the performances of the random statistical tests turn out to be very important. Above tests we choose all run fast enough. We show that they can be finished in reasonable computer time. We also prove this in Section 6 by taking experiments.
Third, all above tests we mentioned are contained in several basic and famous test suites. This indicates their correctness and applicability. Also, these tests can cover sufficient properties a random sequence should satisfy.
To sum up, from a practical and engineering point of view, the tests we choose have some abstractive features. They are uniform: it consists of an amount of different tests, with each exploited to the same sequence of n bits. n is recommended 10 6 by NIST. The p-value is given easily and simply, which expresses the possibility of the randomness of the sequences for testing.
The Zend and the Ioncube We focus on two widely known PHP encoders: the Zend Guard and the Ioncube.
The Zend Guard can only encrypt files with PHP tags or sources (e.g. .php, inc, etc.). Other files saved as text files without PHP tags cannot be encrypted by the Zend Guard. For these files, the Zend Guard especially does not support the deadline, the registration code and the encryption operation. The Zend Guard also supports PHP 4 and PHP 5.
Using the Zend Optimizer (PHP engine) can improve source optimization of the rate by more 20% to 50%. And binding the Zend Guard can increase the performance of speed optimization by more than 50%. The Zend Optimizer can be mounted on the mainstream system. When using the Zend Guard encryption, the clients can choose the Zend Optimizer for more optimization process. Note that the Zend Guard can only be used in the environment which has already equipped by the Zend Optimizer, instead of running independently (must be configured in the php.ini file).The latest version of Ioncube is PHP encoders 7.0. This software makes it easy to prevent PHP 4 and PHP 5 from easy copying, observation and tempering. The PHP licensing characters include the Pro and Cerberus versions. These two versions also support XML encryption and other non-PHP code. Three versions of the Ioncube are the basic version, the Pro version and the Cerberus version. They all provide compiled PHP encryption by obfuscated bytes. Pro and Cerberus also include PHP licensing characters for restricting where code can be used and time expiry, allowing licensing models to be effectively implemented. The files encoded by Ioncube can run on a wide range of operating systems including Linux, Windows and others.
V. EXPERIMENTS
We carry out the experiments on the Zend Guard encoder and the Ioncube encoder with our test suite. We use these two PHP encoders to generate the outputs with different lengths and test them. We compare and analyze their results in Table 1, Table 2 and Table 3 . Note that we show the average values of the results instead of every pvalue. These average p-values are more reasonable and correct. They can reflect more about the results. We also divide the outputs into two classes: one is for the outputs with long lengths; the other is for the outputs with short lengths. From this table, we can conclude that for the Ioncube encoder, the results for both long length output and short length output are still similar and have a consistent trend. The frequency test in sub-sequences, the non-overlapping test and the linear-complexity test have the best results this time, which mean that the output of the Ioncube encoder possesses the highest randomness in term of these three tests.
As we mentioned before, we show our test suite can be carried out in reasonable compute times. Actually, they run as fast as we expect. Table 3 shows the running time of each test for the two PHP encoders for the long output case. The frequency test and the run test cost the least running time for both Zend Guard encoder and the Ioncube encoder. These two tests can be implemented easily in software. Also, the autocorrelation test and the linear-complexity test require the most running time, which suggests that they need a more complicated implementation in software. VI. CONCLUSION PHP is used more and more widely by the Web designers due to its open source property. One of the problems about the PHP security is that it can be plagiarized and copied after finishing. With the rapid progress of Web developments, people concern more about the copyright protection now. So we focus on how to protect PHP source code. Usually the PHP codes are encrypted with PHP encoders before handing them out. Different kinds of PHP encoders possess different features and performances. In this paper, we study and investigate the level of security for two widely-known PHP encoders. First is the Zend Guard and second is the Ioncube. From a different aspect, we propose a new method for analyzing and comparing their output. We originally exploit the random statistical tests as a tool for measuring PHP encoders and demonstrate the reasonableness of our idea. We give a test suite which is proper for PHP encoders. Finally, experiments are taken to support our point of views.
